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Cyber security NEXUS 
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COBIT 5 

• COBIT 5 Framework 
• COBIT 5 Implementation 
• COBIT 5: Enabling Processes 
• COBIT 5: Enabling Information 
• COBIT 5 for Information Security 
• COBIT 5 for Assurance 
• COBIT 5 for Risk 
• Process Assessment Model 
• Self-Assessment Guide 
• Assessor Guide 



http://www.isaca.org/COBIT/Pages/COBIT-5-
Thai.aspx 
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• Five Key Cybersecurity Trends for 2016 
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https://press.malwarebytes.com/2016/08/03/internati
onal-study-finds-nearly-40-percent-of-enterprises-hit-

by-ransomware-in-the-last-year/ 
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Cybersecurity professionals must be skilled in 

technology, business and communication. This includes 

knowledge of: 

• Critical electronic data processes 

• Risk analytics 

• Information system security 

Cybersecurity skills 



Does your organization 
have the right number of 
security experts? 

Source: 2013 Global Information Security 

Workforce Study, Frost & Sullivan and Booz 

Allen Hamilton 

THE CYBERSECURITY SKILLS GAP 

Estimated 4.3 million jobs 
available by 2018 



• Cyber is a prefix standing for computer and 
electromagnetic spectrum– related activities. 
The cyber domain includes the Internet of 
networked computers but also intranets, 
cellular technologies, fiber-optic cables, and 
space-based communications 



• Attacks from the informational realm, where 
costs are low, can be launched against the 
physical domain, where resources are scarce 
and expensive 

• The cyber domain is a complex man-made 
environment. 



• The term cyber attack covers a wide variety of 
actions ranging from simple probes, to 
defacing websites, to denial of service, to 
espionage and destruction 

• cyber war as a “bloodless war” among states 
that consists only of conflict in the virtual layer 
of cyberspace. 



Cyberwar 

• Responses to cyber war include a form of 
interstate deterrence (though different from 
classical nuclear deterrence), offensive 
capabilities, and designs for network and 
infrastructure resilience if deterrence fails. 

• cyber war and economic espionage are largely 
associated with states, and cyber crime and 
cyber terrorism are mostly associated with 
nonstate actors 

 



Information security deals 

with information, regardless 

of its format. It includes: 

• Paper documents 

• Digital and intellectual 

property 

• Verbal or visual 

communications 

Cybersecurity is concerned 

with protecting digital 

assets.  Includes:  

• Networks 

• Hardware 

• Software 

• Information that is 

processed, stored or 

transported by  

internetworked IS 

Cybersecurity vs.  
information security 



PROTECTING DIGITAL ASSETS 

Recover 
Recovery Planning Communications Continuous Improvements 

Respond 
Mitigation Analysis Communications 

Detect 
Anomalies and Events Security Continuous Monitoring Detection Processes 

Protect 
Access Control Awareness and Training Data Security 

Information Protection 
Processes and Procedures 

Identify 
Asset Management 

Business 
Environment 

Governance Risk Assessment Risk Management 



CONFIDENTIALITY 

The protection of information from 

unauthorized disclosure 

CONFIDENTIALITY, INTEGRITY & 
AVAILABILITY 

INTEGRITY 

The accuracy and completeness of 

information in accordance with 

business values and expectations 

AVAILABLITY 

The ability to access information 

and resources required by the 

business process 



GOVERNANCE 

• Provide strategic direction 

• Ensure that objectives are achieved 

• Ascertain whether risk is being managed 

appropriately 

• Verify that organizational resources are 

used appropriately 
 

GOVERNANCE, RISK MANAGEMENT & 
COMPLIANCE 

RISK MANAGEMENT 

The process by which an organization 
manages risk to acceptable levels 

COMPLIANCE 

The act of adhering to, and the ability to 
demonstrate adherence to, mandated 
requirements defined by laws and 
regulations. 

Governance 

Comp-
liance 

Risk 



BOARD OF DIRECTORS 

Identify key assets and verify that protection 

levels and priorities are appropriate  

CYBERSECURITY ROLES 

EXECUTIVE COMMITTEE 

Set the tone for cybersecurity management 

and ensure that necessary functions, 

resources and infrastructure are available and 

properly utilized 

SECURITY MANAGEMENT 

Develop security and risk mitigation strategies, 

implement security programs and manage 

incidents and remediation 

CYBERSECURITY PRACTITIONERS 

Design, implement and manage processes 

and technical controls and respond to events 

and incidents 

Board of 
Directors 

  
Executive 

Committee 

Security 
Management 

Cybersecurity 
Practitioners 



THREAT AGENTS 

Source:  ENISA Threat Landscape 2013 



ATTRIBUTES OF A CYBERATTACK 

Attack Vector Payload Exploit Vulnerability 
Target 
(Asset) 



GENERALIZED ATTACK PROCESS 

Perform 
reconnaissance 

Create attack 
tools 

Deliver 
malicious 

capabilities 

Exploit and 
compromise 

Conduct an 
attack 

Achieve results 

Maintain a 
presence 

Coordinate a 
campaign 



Virus 

Worm 

Trojan horse 

Botnet 

Spyware 

Adware 

Ransomware 

Keylogger 

Rootkit 

APT 

Backdoor 

Brute force 

XSS 

DoS 

Man-in-the-middle 

Phishing 

Spoofing 

SQL injection 

Zero-day exploit 

MALWARE & ATTACK TYPES 



 ISACA Identifies Five Cyber Risk Trends 
for 2016  

 
• Internet of Things, ransomware attacks, 

mobile malvertising, elevation of cybersecurity 
role are signs of shifting threat landscape 

• Global IT and cybersecurity association ISACA 
shares five cyber risk trends for the coming 
year that chief information security officers 
(CISOs) and chief information officers (CIOs) 
should have on their radar. 



Five Key Cybersecurity Trends for 
2016 

• “There is no question that cyberattacks are on the 
rise, but what is changing dramatically is the type 
of attack and the targets that bold fraudsters are 
focusing on,” said Christos Dimitriadis, Ph.D., 
CISA, CISM, CRISC, international president of 
ISACA 

• http://www.isaca.org/About-ISACA/Press-
room/News-Releases/2015/Pages/ISACA-
Identifies-Five-Cyber-Risk-Trends-for-2016.aspx 

 



1. Cyber-extortion Will Hit Wearables, 
Medical Devices and Gaming Systems 

 
• 2B use of the Internet of Things (IoT) will more 

than quadruple by 2020, 

• when the worldwide total of connected 
devices is expected to reach 5.4 billion 

• It may be increasingly vulnerable to security 
risks.  

• Nearly three-quarters of IT professionals 
believe the likelihood of an organization being 
hacked via an IoT device is medium or high. 



• IoT devices are a convenient target for 
fraudsters, especially those attempting 
ransomware (a type of malware that denies 
access to the victim’s computer and data until 
the hacker is paid).  

• Since 2012, the number of victimized 
enterprises—most of them small businesses—
agreeing to make ransomware payments has 
increased from 2.9 percent to 41 percent.2 



2.Hackers Will Increasingly Target 
Cloud Providers 

 
Because more data are shifting outside of 
organizations through use of hybrid and public 
clouds,  

2016 will bring more attempts from cybercriminals 
to gain direct access to that information.  

In a recent Osterman Research survey, 
approximately 76 percent4 expressed concern 
about consumer-grade cloud storage, including file 
sync and share solutions. 



3.Millennials Will Care More About 
Privacy Breaches 

 
• Surveys reveal a shift in thinking among Millennials, 

who have traditionally valued privacy less than other 
age groups. 

• 2015 marked a number of high-visibility hacks that 
exposed the personal data of millions; further, 
Millennials are the generation most likely to use  non-
traditional IoT devices that are more abundant—and 
more vulnerable to security risks—than ever. These 
factors will prompt many Millennials to be more 
proactive with app providers and other businesses to 
ensure their private information stays private. 

 



4.Mobile Malware and Malvertising 
Will Cause Mayhem 

 
• As more services and advertising move from the 

desktop to mobile devices, 2016 will see a 
massive increase in the frequency of malvertising 
(the practice of injecting malicious 
advertisements into legitimate online advertising 
networks). 

• These and other types of mobile breaches have 
prompted an overwhelming majority of cyber 
experts (87 percent) to speculate that mobile 
payment data breaches will increase over the 
next 12 months.5 
 



5. Cybersecurity Will be the “It” Job of IT 

• One of the greatest threats to national and global 
economic security is the cybersecurity skills gap, and 
that shortage of experts will continue to stifle CISOs 
and CIOs in 2016. 

• More than half of the global cybersecurity 
professionals surveyed by ISACA and RSA Conference 
reported that less than a quarter of job applicants are 
qualified for the cybersecurity position they are 
seeking.6 Not surprisingly, this challenge has also made 
cybersecurity a lucrative career option and a “hot” job: 
it was named #8 on the 100 Best Jobs by U.S. News & 
World Report.7 
 



• According to Robert Stroud, CGEIT, CRISC, past 
international president of ISACA : “Too few 
cyber teams are prepared for the new forms 
of attack. While phishing and malware remain 
problematic, IT leaders must quickly address 
new threats tied to IoT, mobile devices, the 
cloud and other evolving technologies.”  



• ISACA offers a wide range of resources on 
cybersecurity and related issues, and many 
are free of charge. The organization has also 
established Cybersecurity Nexus (CSX) to help 
organizations develop a skilled cybersecurity 
workforce and help individuals advance their 
careers through training, guidance, education 
and credentialing. For more information, 
visit https://cybersecurity.isaca.org. 
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January 2016 Cybersecurity Snapshot 
Global Results 

• http://www.isaca.org/cyber/Documents/2016-
Global-Cybersecurity-Snapshot-Data-
Sheet_mkt_Eng_0116.pdf 

 

• Conducted by ISACA, a global association of more 
than 140,000 IT security, assurance, risk and 
governance professionals, the January 2016 
Cybersecurity Snapshot is based on online polling 
of 2,920 ISACA members in 121 countries.  
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Thank you 


